Durham Veterans Affairs Medical Center Institutional Review Board
Report Form for Privacy and/or Information Security Incidents

In VA Research


Instructions:  First, report potential privacy or information security incidents, regardless of whether it is serious or not, immediately (within one hour) to the VHADURResearchEventReport@va.gov.  This group includes the privacy and security officers.  Second, complete this form within 5 business days of becoming aware of any local Information Security or Privacy Incident related to a VA Research study and submit to the IRB. Reporting requirements apply to all VA personnel including WOC and IPA appointees.
	Principal Investigator:       
	Study/Project Coordinator:       

	Title of Protocol:       

	MIRB study number:       
	

	Date incident occurred:       
	Date aware of  incident:       


Privacy and Information Security incidents related to VA research, include any inappropriate access, loss or theft of PHI; noncompliant storage, transmission, removal, or destruction of PHI; or theft, loss or noncompliant destruction of equipment containing PHI.
A Research Privacy and/or Information Security Incident occurred:   FORMCHECKBOX 
 Yes, Check all reasons that apply:
 FORMCHECKBOX 
  Inappropriate access, loss or theft of documents containing PHI
 FORMCHECKBOX 
  Unauthorized destruction of research records (ACOS-R must notify the records management official)
 FORMCHECKBOX 
  Loss, theft or unauthorized destruction of equipment
 FORMCHECKBOX 
  Transmission of VA research-related PHI not encrypted or protected according to VA standards

 FORMCHECKBOX 
  Use or connection of unauthorized equipment
 FORMCHECKBOX 
  Malicious attack on or unauthorized access to VA information system containing research-related PHI

 FORMCHECKBOX 
  HIPAA Privacy Rule deficiencies (using or disclosing PHI without valid authorization or authorization waiver)
Description of Event:       
Corrective action plan, including plan to prevent recurrence:       
My signature certifies the following:
 FORMCHECKBOX 
 All necessary information has been provided in sufficient detail to facilitate committee review.

 FORMCHECKBOX 
 The risks of the research are minimized to the greatest extent possible.

 FORMCHECKBOX 
 The risk-benefit relationship of the research continues to be acceptable.
 FORMCHECKBOX 
  The incident has been reported to the privacy and security officers.

_____________________________________________

__________________

VA Personnel Signature (including WOC or IPA appointee)

                   Date

IRB Determination
The convened research committee will review this incident within 30 business days of receiving this written submission to determine:
1. If the incident constitutes a Serious Problem?
2. Whether Serious Noncompliance also occurred?
3. What remedial actions may be warranted?
​
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